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Project Scope
o

« Develop a device to secure specified air space from
unmanned flight vehicles.

KeyGoals ...

* Neutralize unmanned flight vehicles within a specified
alr space

« Ensure the device is portable

e Maintain environmental safety

« Function properly over necessary time period
« Comply with safety and legal requlations
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Customer Needs
_ Drone Specs

* Typical household drones

° Minimum Requirement: disable Figure 1: DJI Mavic Pro Quadcopter 4k Drone [14]
* Bonus: recovery

.~ Range

e 30 feet radius dome

30 ft
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Customer Needs

* Trained human operator

 AC Power
* 15-20 amps

 Portable
* 4 hour assembly time

* Focus on development process
Figure 4: Simple wall plug and outlet [17]
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Target Catalog




Target Catalog

— o SRR

Time to assemble device 4 h Power up device v/
Device current 15-20 A |dentify drone v/
Device voltage 120 V Lock on to drone v/

Range of device (dome) 30 ft Neutralize drone v/

Time to find/lock on to target 30 S Repeatable v

Time to neutralize drone 5 S Power down device </

Probability of hit 90 % Portable v

Probability of takedown 90 % Minimal damage to drone v/

Time to disassemble device 4 h Safe for environment VvV
Project cost 5000 USD
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Concept Generation




Concept Generation

* Audio * Radio Frequency (RF)
Detection * Video  Radar
« Thermal * Operator

« Manual

Control - Remote ‘ J

 Automated

* RF Interference » Hacking Attack
Neutralization « Sound Attack « Weighted Net
« EMP * Projectile Attack
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Concept Generation

Detection System




Detection System
_ Video i\

* Video camera with software to identify - .
moving objects on the feed. NOT FARGET
 Low-Medium cost.

* Range depends on camera resolution.

| e
* Video camera can also be used for L@ |
aiming the neutralizing solution. " —

Figure 5: video detection of a drone and bird [1].

 Similar to video detection.
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« Smaller drone with camera may not
give off large heat signature.

« Drone carrying payload (IED) would
easily be detected.

« Medium cost.

Figure 6: drone detected on thermal imaging [2].
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Detection S stem
_ Radio Frequency (RF)
« Transmitter and receiver to detect

drone not sending out RF signals.

* Receiver can identify location of b
controller and drones that send Txi Rx I T Rx i
|: [D : m}

signals to controller (video feed).

Drone Detection System rone Detection Syste

* High range. (@) (b)
» High cost. Figure 7: potential RF detection approaches [3].

Emltted wave

 Possible to alter an existing radar WJ

product to detect smaller devices. / | Target

. M-edlum range. :{I:Cr;si\n;g:ter/

 High cost. | |
| — Distance — |
Figure 8: basic principles of a radar system [4].
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Detection System
_ Audio (<<¥>>)_, - £-6

» Requires use of machine learning
to distinguish drone sounds. microphone signal signature

processor database

 Low cost.
 Low range.
» Not effective in busy urban areas.

_ Operator

« Depend on eyesight and hearing of
device operator to detect drone.

« Range depends on operator.

 Eliminates cost of a detection
product.

« Eliminates complexity of developing
a detection system.

Figure 9: audio detection system basic principles [5].

Figure 10: device operator detecting drone [6].
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Concept Generation

Control System




Control System

\ /| a als )

Rotated and aimed by operator
» Device could operate similar to a gun
» Device could be placed on a tripod or stand

\" » Device equipped with a video camera
000, » Operator uses video feed to aim device
’. B « Remote will control all functions of the device

Device detects and tracts drone
Device has both automated and operator controlled attack
protocols
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Concept Generation

Neutralization System




Neutralization System
. Weighted Net Attack

e 2 DOF mechanism with
mounted CO2 cannon

« CO2 cannon houses
projectile [11].

* Projectile houses weighted
net.

* Net deploys from projectile
at a specific time due to
proximity of target.

Figure 11: illustration of weighted net attack.
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Neutralization System
. Weighted Net Attack

e Large surface area
covered

« Accuracy considering a
stationary target

[

* Neutralization of multiple
drones

« Complex timing net
deployment Figure 11: illustration of weighted net attack.

« High speed drones
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Neutralization System

« Contains epoxy foam
mixture [13].
* Free radical peroxide

« Soft-shelled capsules [12]. “ % |

initiator.
« Polymethyl methacrylate.
« Epoxy vinyl.

 Foam expansion inhibits
drone functionality.

‘\‘\“. = F

Figure 12: illustration of epoxy based ammo
attack.
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Neutralization System

« Simplicity of operation
« Complete neutralization
of drone

N
« Complexity of

ammunition development
* Environmental hazard

) T_ra_Ckmg c{rone would be Figure 12: illustration of epoxy based ammo
difficult to implement attack.

‘\‘\“. = F

Deshon
Purvis
TEAM 13

20



Neutralization System

« Jam 2.4GHz radio frequency band.
« Four channels needed.

« Disrupt controller < drone T
communication. | | ‘ !

l Si”li il ‘Elli i il”lii l“ii ii “ii ill] Figure 13: four channels of 2.4GHz band [7]

« Sound emitted from long range =
acoustic device (LRAD) at resonant Rotston 5= viratng
frequency of the gyroscope or 3

accelerometer,. | & - s =
« Multiplying effect. Y
 Causing false orientation readings ZJ—' ol = | At
being sent to flight controller. —

Figure 14: gyroscope schematic [8].
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Neutralization System

Limited precision needed

Quickly effective

No ammunition needed

Effective against pre-
programmed flight

Sound:

May take a while to find
resonant frequency
May not be able to find
resonant frequency
Pricy (LRAD)

Latarence
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Freq/ Ampl
Control (rap)
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Motor 1
Sensor/ | MCU / . Servo/ Motor

Receiver 2

Figure 15: functional schematic of RF + sound attack.
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Neutralization System
 Electromagnetic Pulse (EMP) Attack -
« EMP causes current-surge in
flight critical component.

» Generate a high power burst of - x \\
electrons focused by an , il te""\a \
antenna. l e - oG

y O O EER I

« Possible affected components: , ‘( QI“;‘;’, ¥ N ]

1) MCU J #
2) Integrated circuit chips Microwaves
3) RF module Figure 16: EMP schematic [9].

4) Power circuit
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Neutralization System
_ Electromagnetic Pulse (EMP) Attack
 Effective against pre-

programmed flight
« High probabillity of hitting

, \
Antenna N \

Electrons
e il |
. . . T B ;
* Permanent disabling solution | R Fedbed .
='maty e
— ot | }
* Must adhere to FCC ¢
regulations Power source Microwaves

« High power requirement

« EXxpensive

« Unlikely to generate strong
enough pulse

Figure 16: EMP schematic [9].

Brandon
Eiler
TEAM 13

FAMU-FSU COLLEGE OF ENGINEERING
7 DEPARTMENTS OF M.E. & E.C.E. 24




Neutralization System
. Hacking Attack
« Exploit vulnerabillities In:

1. Software
2. Microcontrollers

« Design cost low
» Possibility for control of

S drone
3. Communication  Limited collateral damage
protocols
 Methods: o

* Expense of drones for
testing to find vulnerabilities

« May take too long to hack

2. Distributed Denial of e Hack may be Speciﬁc to
Service (DDoS) [10] drone model

3. Buffer overloading [10]

1. Communication
Interception [10]
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Neutralization System

Distributed Denial of Service (DDoS)
Hacker's | * Many transmission requests cause MCU to shut down.
sending |°* Results in termination of flight.

unit « Few methods for defending DDoS attack.

Hacking

Hacker’s
sending

! Buffer Overloading

« Large data packet overloads MCU buffer.
* Results in termination of flight.
« Buffer size of MCU will differ for drones.

\ / Communication Interception
] » Intercept commands/flight path and replace.

Instruct the drone to shut down or gain full control over drone.

« Control of drone may not be permanent.

Communication
intercepted

Brandon
Eiler
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Sample Selection Criteria




Neutralization System

RANK CATEGORY NET EPOXY RF SOUND EMP HACKING

Effectiveness

Range
Public Safety
Environmental Safety
Cost

Ease of Operation

Complexity
Portability
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Customer Needs

Question?

Customer Statement Interpreted Need

What is the size and type of
drone to be neutralized?

How long does this device
need to be operable for?

What is the outcome of the
neutralized drone?

Recreational drones that : » _
uld be carrying TED’s or Disable non-military, typical
b household drones.

have cameras.

The device should work as
long as possible. It can be
plugged into a car, building,
generator, etc.

AC power with 15-20 amp
power consumption (typical
outlet)

Looking to just neutralize the The threshold or minimum
drone given the time requirement would be to

constraints, but 1f possible disable the drone. Recovering

recover the drone if it 1s not the drone would exceed
completely destroyed. expectations.

A FAMU-FSU COLLEGE OF ENGINEERING
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Customer Needs

Question?

Customer Statement

Interpreted Need

Is the device expected to be
autonomous?

Is there a specific range that
the device must function
within?

Does the device need to be
portable?

What is the purpose of
Northrop Grumman
sponsoring this project?

No, due to time constraints it
will most likely not be
possible but ideally that’s
what we would want.

30ft radius dome around
device; may realize this is not
possible and constraints may
need to be adjusted.

Yes, be able to assemble
device within 4 hours.

Aid-to-hire and give students
an understanding of the
learning process. Northrop
Grumman 1s not looking for a
proof of concept to scale.

The threshold or minimum
requirement 1s that the device
provides user operation.

30ft radius dome mimmum
but operate at longer range if
possible.

Portable device with a quick
set-up time.

Our team should focus on the
development process over
delivering the final product.
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Supporting Data

Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors
Korea Advanced Institute of Science and Technology
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Supporting Data

Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors
Korea Advanced Institute of Science and Technology
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Supporting Data

Waging Doubt on the Integrity of MEMS Accelerometers with Acoustic Injection

Attacks
University of Michigan
TABLE 1. ACCELEROMETER KESONANT FREQUENCIES: UNDER RESONANT ACDUSTIC INTERFERENCE, AM OUTPUT BIASING ATTACK CLASS

IMDICATES A SENSOR'S FALSIFIED MEASUREMENTS FLUCTUATE (INSECURE LPF) WHILE AN QUTPUT CONTEOL ATTACKE CLASS INDICATES
CONSTANT FALSIFIED MEASUREMENTS ARE OBSERVED (INSECURE AMPLIFIER), TWO INSTANCES OF BACH SENSORE WERE TESTED.

Model Type Typleal Usage lHEﬁﬂ:mnl h;l’.:l’.junl.':'rikl'l.:::ﬁ Amplitude g)s ;;Ilal:h.leﬂ.‘n.i
Bosch - BMAZEIE Dirgnial Muolale devices, Filness 5.1-5.15 = G447 1 H = B
STH - MISIDH Dignal Patemakers, Meuroslims - - a8.7-10.7 1 — - B
STM - 1152DH Diygtal Amti-thedl, Indusirial - - dd-10LE, .. 1.2 - - B
| STM - LIS3EH Diyprtal Ciamnng, Filress di-52 44-3.6 Y L 1.6 B I:E"_ HC‘_
5TM - LIS34ALH Analog Antibell, Gamnnge 2.2-0.4 2257 12-55 (L& H ] B
S5TM - HILIS3310L | Dirpral Shock detection - - 11-134, . 3.2 - - B
1IN N - MPLUSIS Lirguial Muolale devices, Filness 3.35 - .75 B -
INY N - MPUGSI0 Digptal Muolale devices, Filness 5.1, A3 51-53 19 B C -
INW N - R0 Dirpnal Maobale devices, Filness IH . 33, . A, . 1.1 BT BC | BC
AL - ADXLALZ Dipmal | Car Alarm, Hill Star Aad 3.2-54 2895475 e (VR 1.3 B ] B
AL - ADXL33T Analog Fitrszas, HIXDs 28531 18— 0.8 B B -
ALY - ALK 345 Diygrtal Delerse, Acrospace i Ad-5.4 Ll-h8 A4.4-4.7 19 BC | BC B
ADI - ADXL 36 Digrlal Medical, HDDs 3.43.1 f.1 1.5, .. 175 H | B | B |
AL - ADXLIS] Diyptal Muolkale devices, Medscal 1563 2.5 215-6.5 1.8 H 1] B
AL - AN A6R2 Dirprial Hearmg Aids di-6%, ... | 4305, 4.5-6.3 1.4 BC | BC [ BC
Muratz - SUARID Analog Aol - - - = - =
Muratz - SUARD LDipgnial AULOEOlve 4.3 - .13 C
Muratz - SCALUN Elu_.'L'Ii:IJ Aulomolive = =
Murats - SUAZIN Lipguial Aulamolive - - - = - =
Murata - SCAI1DD Dipral Aol TS - H .15 [ - [
* Amplitude = laken as the maximem (ke oulpul measurement observed. Experiments found no resonaces
‘B= Cutpual Biasing Alsck; C = Ouwlput Contred Arack (Bed Highlight) -Addiponal ranges ol resorEnce elxded

ST = 5T Microcleciromes; AL = Arzlog Devices; INVN = Invenbense
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