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Project Description




Project Scope
o

Develop a device to secure specified air space from
unmanned flight vehicles.

Drones with cameras and
possible explosives (IEDs)
pose a security threat to the
public and military safety.
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Customer Needs
_ Drone Specs

* Typical household drones

° Minimum Requirement: disable Figure 1: DJI Mavic Pro Quadcopter 4k Drone [1]
* Bonus: recovery

.~ Range

» 30 feet radius hemisphere

Figure 2: Visual representation of desired dome [2]
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Customer Needs

* Trained human operator

« AC Power
e 120 Volts

 Portable
* 4 hour assembly time

Figure 4: Simple wall plug and outlet [4]

Deshon A FAMU-FSU COLLEGE OF ENGINEERING

Purvis B--MALE -+ B

TEAM 13 /A X7 DEPARTMENTS OF M.E. & E.C.E.




Target Catalog

METRIC TARGET UNITS
Time to assemble device 4 h
Device current 15-20 A
Device voltage 120 V
Range of device (dome) 30 ft
Time to find/lock on to target 30 S
Time to neutralize drone 5 S
Probability of takedown 90 %
Time to disassemble device 4 h
Project cost 5000 USD




Selected Design




Concept Selection

Detection * Video * Operator

Control  Manual ‘J

Neutralization * RF Interference + Weighted Net
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Detection System
o L

« An array of video cameras will be used to
gain 360 field of view NOT TARGET

« Open source object recognition
application to process video

* Provides general location of detected
drone to user

_Update

« Awaiting arrival of purchased camera

» Testing open source software for
drone recognition

Figure 6: SJCAM SJ4000 Action Camera [6].
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Neutralization System

K

« Jam 2.4GHz radio frequency band.
« Four channels needed.

« Disrupt controller < drone T
communication | | ‘ !

l Si”li il ‘Elli i il”lii l“ii ii “ii ill] Figure 7: four channels of 2.4GHz band [7].

« Sound emitted from long range =
acoustic device (LRAD) at resonant Rotston 5= viratng
frequency of the gyroscope or 3

accelerometer,. | & - s =
« Multiplying effect Y
 Causing false orientation readings ZJ—' ol = | At
being sent to flight controller. —

Figure 8: gyroscope schematic [8].
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~ Update
____Sound Update

« Solution was determined to be infeasible through testing
« Testing occurred at night due to ear irritation
* Brief testing will be conducted on future drones

: - : :
Vp-p(1)=4.406 V PeriodC(1) not found Freg(l) not f‘oung
SOUrcE g Time Measurements e Clear MN:At
234 Freg Period Duty Cy Meas nu
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Neutralization System

Use compressed air to launch a weighted net at drone.

Supports & ..

« Compressor » 4 weighted « Keep pipes in  Side to side
: projectiles place rotation
* Trigger valve
: » Netting » Change pipe * Up and down
: E.'E.es and connected to angle to vary rotation
L= projectiles net deployment
distance
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Weighted Net Attack

Trigger Valve

« All parts
purchased

 Stainless steel
pipes and fittings

Compressor 2 ft Launcher Tubes

« 4" nominal pipes
and fittings

e 150 psi
Figure 11: illustration of weighted net attack. compressor
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Weighted Net Attack

« Test launcher

* Begin purchasing
support and angle
control parts

« Determine how to
allow for manual
aiming

Figure 12: illustration of weighted net attack.
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Weighted Net Attack

Piping max pressure

Air at P, and T = 70°F

ID for ¥2” nominal pipe

P; = 150 psi

lb
py = 0.687 'Pf /ft3

V1=?

4 T * d?
1=

d = 0.364in

Airat P, and T = 70°F

h, =15 ft

Average height b/w
upper and lower

launcher tubes
Ambient pressure P, = 14.7 psi
lb
0, = 0.075 f/ft3
Vz = 7
Air exits four V4" A, =4+ A,

nominal pipes

Figure 13: illustration of weighted net attack.

Bernoulli's Equation

\

P, V2 P, |V,?
p1 2 p2 2
...solve for V,
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Mass Conservation

my; = my
p1ViA1=p, V2 Ay
= Pz@ A
p144
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Weighted Net Attack

No Pressure Loss From Compressor

Vo=V, = 88 ft/s

Projectile Motion Path
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Future Activities
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Semester Starts

Small-Scale Testing

Design Phase

Build Prototype
DR 4

Testing & Validation

Spring Break
DR 5 |

Final Documention s
DR 6

Engineering Design Day
Finalize Project B
DR 7

Finals

Graduation |

m Activities = Milestones




Purchasing Update

Detection

e Camera

Figure 14: shows the
camera purchased for
testing [6].

Control

 Tripod (i.e. speaker stand)

Neutralization

* Transmitters — RF attack
Figure 15: shows a similar

 Various parts — Weighted Net attack  ansmitter purchased for
testing [9].




Next Steps
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Matlab Code for Compressor Spec

%% Bernoulli's Equation

g = 32.174;

% Entrance conditions

P1 = 150*144;

rhol = 0.687;

Al = (pi*(0.364/2)"2)/144;
hl = 1.5;

% Exit conditions

P2 = 14.7*144;

rho2 = 0.075;

A2 = 4*Al;

h2 = 4;

% Plug mass continuity egn

V2 =

into

P

)

pressure in 1bf/£t*2

$ lbf/ft"3 air density @ P1 @ 70F
% cross section area at compressor in
% height of compressor outlet

0

pressure in 1bf/ft"2
% lbf/ft”3 air density @ P2 @ 70F
exit in in*2

% cross section area at

% average height of exit tubes

Bernoulli's and rearrange to solve

sqrt ((2* (P2/rho2-P1/rhol+g* (h2-hl1)))/ ((rho2*A2/ (rhol*Al))"~2-1))

acceleration due to gravity in ft/s”2

for

L2

ve




Matlab Code for Compressor Spec

1y

19 %% Projectile Motion

20— Theta = 10; % lanch angle of projectile in degrees
2E= Vo = V2; % initial velocity in ft/s

PR = Vix = VO*cosd(Theta):; % X component

23 = VOy = VO*sind(Theta); % y component

24— xX(1l) = 0; % initial horizontal position in ft
20— y(l) = 4; % initial wvertical position in ft
26 % varlables for while loop

= t = 0; % time

28— i=1; % counter variable

29— dt = 0.01; % change in time

30 % build array of x and y positions over time

SR while min(y)> -0.01;

32— t = t4dt;

33— i = i+1;

134 % projectile motion egquations for position

35— x(i) = x(1) + VOx*t;

36— y({i) = y(1) + VOy*t - 0.5*g*t"2;

37

38— end;

39— t % time to hit ground

(40— R = VOx*t % max range

41— h = y(1) + VOoy*2/(2*q) % max height

142 % plots the Projectile Motion

43— plot(x,y);

44— axis([0 110 0 10]);

(45— xlabel ('Horizontal Distance (Ft)');

146 — ylabel ('Vertical Distance (Ft)'):

a7 — title('Projectile Motion Path');




Supporting Data

Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors
Korea Advanced Institute of Science and Technology
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Figure 6: Sound noise effect on L3G4200D gyroscopes (all samples were collected as raw data stored n the gyro-
scope’s register)




Supporting Data

Rocking Drones with Intentional Sound Noise on Gyroscopic Sensors
Korea Advanced Institute of Science and Technology
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Supporting Data

Waging Doubt on the Integrity of MEMS Accelerometers with Acoustic Injection
Attacks
University of Michigan

TABLE 1. ACCELEROMETER KESONANT FREQUENCIES: UNDER RESONANT ACDUSTIC INTERFERENCE, AM OUTPUT BIASING ATTACK CLASS

IMDICATES A SENSOR'S FALSIFIED MEASUREMENTS FLUCTUATE (INSECURE LPF) WHILE AN QUTPUT CONTEOL ATTACKE CLASS INDICATES
CONSTANT FALSIFIED MEASUREMENTS ARE OBSERVED (INSECURE AMPLIFIER), TWO INSTANCES OF BACH SENSORE WERE TESTED.

Model Type Typleal Usage lHEﬁﬂ:mnl h;l’.:qunl.n’ikl'l.l:::ﬁ Amplitude g)s ;;Ilath.&_Llﬂ.‘n.i
Bosch - BMAZEIE Dirgnial Muolale devices, Filness 5.1-5.15 = G447 1 H = B
STH - MISIDH Dignal Patemakers, Meuroslims - - a8.7-10.7 1 — - B
STM - 1152DH Diygtal Amti-thedl, Indusirial - - dd-10LE, .. 1.2 - - B
| STM - LIS3EH Diyprtal Ciamnng, Filress di-52 44-3.6 Y L 1.6 H EE"_ HC‘_
5TM - LIS34ALH Analog Antibell, Gamnnge 2.2-0.4 2257 12-55 (L& H ] B
S5TM - HILIS3310L | Dirpral Shock detection - - 11-134, . 3.2 - - B
1IN N - MPLUSIS Lirguial Muolale devices, Filness 3.35 - .75 B -
INY N - MPUGSI0 Digptal Muolale devices, Filness 5.1, A3 51-53 19 B C -
INY N - CAE20601] Diyptal Muolale devices, Filness 14, . 13, a4, - 1.1 BC | BC | BC
AL - ADXLALZ Dipmal | Car Alarm, Hill Star Aad 3.2-54 2895475 e (VR 1.3 B ] B
AL - ADXL33T Analog Fitrszas, HIXDs 28531 18— 0.8 B B -
ALY - ALK 345 Diygrtal Delerse, Acrospace i Ad-5.4 Ll-h8 A4.4-4.7 19 BT | BC B
ADI - ADXL 36 Digrlal Medical, HDDs 3.43.1 f.1 1.5, .. 175 H | B | B |
AL - ADXLIS] Diyptal Muolkale devices, Medscal 1563 2.5 215-6.5 1.8 H 1] B
AL - AN A6R2 Dirprial Hearmg Aids di-6%, ... | 4305, 4.5-6.3 1.4 BC | BC | BC
Muratz - SUARID Analog Aol - - - = - =
Muratz - SUARD LDipgnial AULOEOlve 4.3 - .13 C
Muratz - SCALUN J-Ill,j_.'naJ Aulomolive = =
Murats - SUAZIN Lipguial Aulamolive - - - = - =
Murata - SCAI1DD Dipral Aol TS - H .15 [ - [
* Amplitude = laken as the maximem (ke oulpul measurement observed. Experiments found no resonaces
‘B= Unitpal Biasing Aatecks O = Outpul Contred Atack (Bed Haghhight) -Addiponal ranges ol resorEnce elxded

ST = 5T Microcleciromes; AL = Arzlog Devices; INVN = Invenbense
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