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Summary

1. Physical Layer 

Media Types

Encoding/Decoding

Scrambling/Descrambling


2. Data Link Layer

Medium Access Control

Logic Link Control

Network Topologies

3. Network Layer
Establishing/maintaining/Terminating network connection
routed protocols:
IP
IPX
Apple Talk
routing protocols:
RIP
RIPv2
OSPF
IGRP
EIGRP

IS-IS
( To find the best route
4. Transport Layer
Establishing/maintaining/Terminating transport layer connection
TCP

SPX
segments and reassembles data 
flow control
error control

5. Session Layer
Managing data exchange

Pause and resume communication
6. Presentation Layer
Character code translation/ Data conversion

Data compression/expansion

Encryption/Decryption
7. Application Layer

Provides services to application processes or users.

· File Transfer Protocol (FTP)
· Remote Login (Telnet)
· Transaction Server
· Network Management
· WWW Server/VoD Server
· Browser (HTTP)
· Internet Telephone
Basic
Functions of Protocols

Encapsulation/Decapsulation
Segmentation/Reassembly

Connection Establishing

Flow Control

Error Control

Multiplexing

Synchronization

Sequencing

Addressing
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v

Carrier Sense before transmission

v

Carrier Sense while transmission

v

Collision: Two or more stations transmitting 

simultaneously

v

Back

-

off: Random delay after collision

v

Collision Window (Slot time): Round

-

trip propagation 

delay time plus some carrier sense time. In IEEE 802.3, 

this value is defined to be 51.2 

m

s.
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v

Collision Signal is generated by Physical layer.

v

Jam signal (collision enforcement): To make sure that all statio

ns 

involved in the collision will detect collision. A pattern of 32

bits.

v

Collision back off and retransmission method (Truncated Binary 

Exponential Back

-

off Algorithm, BEBA):

l

n : number of collisions experienced (n <= 16)

l

k : Min (n,10) 

--

Truncation

l

r : Random delay time (unit: slot time) between 0 <= r < 2

k

v

Slot time = 51.2 

m

s.

v

Disadvantage of BEBA:

l

Last

-

in

-

First

-

out effect: Stations with no or few collisions will have a 

better chance to transmit before stations that have waited longe

r.
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Preamble     SFD       DA           SA           LEN         LLC

PAD     FCS

7             1            6                 6           

2                                                  4       

Byte

l

Preamble: (101010...1010) for Synchronization

l

SFD: Start Frame Delimiter (10101011)

l

DA: Destination Address

l

SA: Source Address

l

Length: Length of LLC

-

Frame

l

LLC

-

Frame: Up to 1500 bytes

l

PAD: Padding when LLC

-

Frame < 46 bytes

l

FCS: Frame Check Sequence (CRC

-

32)

l

MAC

-

frame size 

--

from DA to FCS

l

Min 64 bytes to distinguish from collision 

l

Max 1518 bytes to prevent dominating bandwidth
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1.

In the Frame, extract a sub

-

frame from DA to PAD, make the first 32 bit 

into 2

’

s complement (1 

à

0, 0

à

1).

2.

Treat this sub

-

frame as the polynomial M(X) with order of n

-

1, where the 

first bit of the DA is the coefficient of 

X

n

-

1

(1 or 0) and the last bit of the 

data is the coefficient of X

0

(1 or 0).

3.

Multiple M(X) with X

32

(add 32 0

’

s after the polynomial), then divide by 

G(X) to get the residual R(X), the order of the R(X) <= 31. 

4.

Collect the coefficients of the R(X) and treat them as a 32

-

bit binary code.

5.

Make the 2

’

s complement of this binary code (0 

à

1, 1

à

0) as the CRC

6.

Attach the CRC at the end of the Frame.

To save the calculating time, the process of CRC  can be done by

hardware



 
Troubleshooting

	Common problems
	
	
	
	
	

	
	
	
	
	
	
	
	

	Hardware
	
	Software
	
	
	

	Line open/short
	
	Software incompatible
	
	

	NIC setup error
	
	Workstation virus
	
	
	

	Mixed lines
	
	Slugish speed
	
	
	

	Crosstalk/noise
	
	Duplicated IP
	
	
	

	Bad contact
	
	Mask setup error
	
	
	

	Hub reverse
	
	Protocol or driver error
	
	

	Deteriorated terminator
	Server not working
	
	
	

	
	
	
	
	
	
	
	

	Physical layer
	
	
	
	
	
	

	
	line too short
	
	
	
	
	

	
	line too long
	
	
	
	
	

	
	terminator error
	
	
	
	
	

	
	NIC out of order
	
	
	
	
	

	
	crosstalk/noise
	
	
	
	
	

	
	repeater error (check power?)
	
	
	

	
	
	
	
	
	
	
	

	Data link layer
	
	
	
	
	
	

	
	bridge error
	
	
	
	
	

	
	collisions too many
	
	
	
	

	
	frame storm and broadcast storm
	
	
	

	
	utilization too high
	
	
	40%
	
	

	
	frame too short
	
	
	NIC/AP incompatible

	
	frame too long
	
	
	improper ground
	

	
	CRC error
	
	
	
	
	

	
	frame headless (no preamble)
	may cause CRC error as well

	
	
	
	
	
	
	
	

	Netwrok layer
	
	
	
	
	
	

	
	Duplicated IP setup
	
	
	
	

	
	Routing table error 
	(OSPF can improve)
	
	

	
	Router down
	
	
	
	
	

	
	Subnet mask setup error
	
	
	
	

	
	ICMP (Internet Control Message Protocol) malfunction
	

	
	
	
	
	
	
	
	

	Application layer
	
	
	
	
	
	

	
	Version incompatible
	
	
	
	

	
	Virus
	
	
	
	
	
	

	
	Poor software efficiency
	
	
	
	

	
	Repeated R/W actions, queries
	
	
	

	
	Cannot setup connection with another workstation
	
	


Useful web sites

http://www.webdev.net/orca/nojava/faq.htm

http://www.arcetri.astro.it/irlab/doc/doc_pc/pc-hw-faq/eide.1

http://www.itheadline.com/

http://www.cs.wisc.edu/~ghost/aladdin/get601.html
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CSMA/CD Collision Handling

Collision Signal is generated by Physical layer.

Jam signal (collision enforcement): To make sure that all stations involved in the collision will detect collision. A pattern of 32 bits.

Collision back off and retransmission method (Truncated Binary Exponential Back-off Algorithm, BEBA):

n : number of collisions experienced (n <= 16)

k : Min (n,10) -- Truncation

r : Random delay time (unit: slot time) between 0 <= r < 2k

Slot time = 51.2 ms.

Disadvantage of BEBA:

Last-in-First-out effect: Stations with no or few collisions will have a better chance to transmit before stations that have waited longer.
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IEEE 802.3 Frame Format 





Preamble     SFD       DA           SA           LEN         LLC               PAD     FCS

       7             1            6                 6                2                                                  4            Byte

		Preamble: (101010...1010) for Synchronization

		SFD: Start Frame Delimiter (10101011)

		DA: Destination Address

		SA: Source Address

		Length: Length of LLC-Frame

		LLC-Frame: Up to 1500 bytes

		PAD: Padding when LLC-Frame < 46 bytes

		FCS: Frame Check Sequence (CRC-32)

		MAC-frame size -- from DA to FCS

		Min 64 bytes to distinguish from collision 

		Max 1518 bytes to prevent dominating bandwidth
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Cyclic Redundancy Check (CRC32)

G(X)=X32 + X26 + X23 + X22 + X16 + X12 + X11 +X10 + X8+ X7 + X5 + X4 + X2 + X + 1



In the Frame, extract a sub-frame from DA to PAD, make the first 32 bit into 2’s complement (1 0, 01).

Treat this sub-frame as the polynomial M(X) with order of n-1, where the first bit of the DA is the coefficient of Xn-1 (1 or 0) and the last bit of the data is the coefficient of X0 (1 or 0).

Multiple M(X) with X32 (add 32 0’s after the polynomial), then divide by G(X) to get the residual R(X), the order of the R(X) <= 31. 

Collect the coefficients of the R(X) and treat them as a 32-bit binary code.

Make the 2’s complement of this binary code (0 1, 10) as the CRC

Attach the CRC at the end of the Frame.



To save the calculating time, the process of CRC  can be done by hardware
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CSMA/CD Protocol

Carrier Sense before transmission

Carrier Sense while transmission

Collision: Two or more stations transmitting simultaneously

Back-off: Random delay after collision

Collision Window (Slot time): Round-trip propagation delay time plus some carrier sense time. In IEEE 802.3, this value is defined to be 51.2 ms.
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